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Fraud Statistics

The Federal Trade Commission (FTC) reported in 2022:

● ID theft scams were UP by 30% over 2021 with more than $8.8B lost to 
fraudsters!

● Top Scams:
○ Investment Scams - $3.8B
○ Imposter Scam - $2.6B
○ Online Shopping, “Free” prizes, Sweepstakes, Lotteries, Job Opportunities, and more!

● The age group most frequently reporting ID Theft: 30-39 (26% of all reports to 
FTC.gov)

● The age group reporting the greatest dollar loss per scam: 40-49 ($840M)



Fraud Statistics
Identity theft type Number of reports

Credit card 441,822

Other 326,590

Bank 156,099

Loan or lease 153,547

Employment or tax-related 103,402

Phone or utilities 77,284

Government documents or benefits 57,877

Most Commonly Reported 
Fraud:



Fraud Statistics

Consumer Affairs reports:

ID Fraud Ranking by State (Top 5):

1. Georgia
2. Louisiana
3. Florida
4. Delaware
5. Nevada Driven by multiple factors including: 

● Population
● Socio-economics
● Age
● Ethnicity.



How Does Fraud Happen?
Many Ways!

We will focus on 3 of the primary methods used by fraudsters.

Then we will chat about how to protect ourselves against the common mistakes 
we make that make us vulnerable to fraud.

PHISHING SCAMMING



PHISHING

Phish·ing noun
The fraudulent practice of sending emails or other messages purporting to 
be from reputable companies in order to induce individuals to reveal 
personal information, such as passwords and credit card numbers.

● Emails appear to be from legitimate businesses, medical offices, 
government agencies, friends, or banking institutions. 

● Often ask for verification of personal information: address, DOB, SSN, 
credit card information, account number, password, user name. 

● Might ask you to download software or a link to your computer.

https://www.google.com/search?sa=X&sca_esv=558584954&bih=618&biw=1270&rlz=1C5CHFA_enUS896US896&hl=en&sxsrf=AB5stBju8yibNOQDOZju-5ozR9DfBI9Tlw:1692555915141&q=fraudulent&si=ACFMAn9-5A9OMKPWcg180I9o9MndH8i9z3sbe3cRn51amj95JbfL7kgKJEyxCD_yGMqg8NjjEU_923of4glRXcXIHeo-_L9LAA%3D%3D&expnd=1
https://www.google.com/search?sa=X&sca_esv=558584954&bih=618&biw=1270&rlz=1C5CHFA_enUS896US896&hl=en&sxsrf=AB5stBju8yibNOQDOZju-5ozR9DfBI9Tlw:1692555915141&q=purporting&si=ACFMAn9-5A9OMKPWcg180I9o9MndlLRSdfySRyCcXNIqGnOqPZTl1XxZwIfNB47c5leyvCzJkzW9nf8v2R5uGNGYA-QKIn3WjA%3D%3D&expnd=1
https://www.google.com/search?sa=X&sca_esv=558584954&bih=618&biw=1270&rlz=1C5CHFA_enUS896US896&hl=en&sxsrf=AB5stBju8yibNOQDOZju-5ozR9DfBI9Tlw:1692555915141&q=reputable&si=ACFMAn8hzZSJQsgXIYlkGc-z1vmpEkNeyF6GoL_Ps6B6x8zbWPNYu6HeuHb5d6t2-6dsW84shcVdxiuJ9ntC_NA7wgev54bKEQ%3D%3D&expnd=1


PHISHING The REAL Amazon

FAKE!

Don’t Fall for the
Download!



Smish·ing noun
 The fraudulent practice of sending text messages purporting to be from 

reputable companies in order to induce individuals to reveal personal 
information, such as passwords or credit card numbers.

Not restricted to pretending to be businesses. 
● Can pretend to be someone on Facebook or Instagram DM pretending  to 

be someone you know using an account that’s already been hacked.
● Could ask for credit card or other information under guise of friendship or 

help in an emergency situation (see “Scamming”).

https://www.google.com/search?sca_esv=558584954&bih=618&biw=1270&rlz=1C5CHFA_enUS896US896&hl=en&sxsrf=AB5stBijG5XbTJcB7--9u-Z4abSZRcZpCw:1692557463282&q=fraudulent&si=ACFMAn9-5A9OMKPWcg180I9o9MndH8i9z3sbe3cRn51amj95JbfL7kgKJEyxCD_yGMqg8NjjEU_923of4glRXcXIHeo-_L9LAA%3D%3D&expnd=1
https://www.google.com/search?sca_esv=558584954&bih=618&biw=1270&rlz=1C5CHFA_enUS896US896&hl=en&sxsrf=AB5stBijG5XbTJcB7--9u-Z4abSZRcZpCw:1692557463282&q=purporting&si=ACFMAn9-5A9OMKPWcg180I9o9MndlLRSdfySRyCcXNIqGnOqPZTl1XxZwIfNB47c5leyvCzJkzW9nf8v2R5uGNGYA-QKIn3WjA%3D%3D&expnd=1
https://www.google.com/search?sca_esv=558584954&bih=618&biw=1270&rlz=1C5CHFA_enUS896US896&hl=en&sxsrf=AB5stBijG5XbTJcB7--9u-Z4abSZRcZpCw:1692557463282&q=reputable&si=ACFMAn8hzZSJQsgXIYlkGc-z1vmpEkNeyF6GoL_Ps6B6x8zbWPNYu6HeuHb5d6t2-6dsW84shcVdxiuJ9ntC_NA7wgev54bKEQ%3D%3D&expnd=1




Scam noun

: a fraudulent or deceptive act or operation

● LOTS of scams happening ALL the time!
● Social media.
● Telephone.
● Email.
● USPS.

SCAMMING



SCAMMING



Facebook Romance Scammers

SCAMMING

The 
Heart-Strings 

Scams



Social Media “We are loving our family 
adventure! See you in 10 days!

“Cool! I LOVE 
family 

vacations.”
“THAT was too 

easy.”

“Gotta Love The 
Eagles!”



The Only Ones That Care to Know That 
Information Are…

SCAMMERS!



Telephone

“Spoofed Caller ID”

“Hello. We are pleased to let 
you know that your doctor 
has approved your knee 
brace. We just need to 
process your paperwork to 
get it shipped to you. Would 
you please provide your 
Medicare number to us for 
confirmation. Also your 
credit card for shipping 
costs that Medicare doesn’t 
cover. Also please confirm 
your DOB and address. 
Thank you.

This is National Grid. Your 
service is about to be 
shut-off. Our crew is on route 
to your location now. This is 
your last opportunity to pay 
the balance due. I need your 
account number and a credit 
card to process the balance 
of $350.00.

2am Call:
“Grampy! It’s Annie I got in an 
accident and they won’t tow my 
car. I don’t have any money. I’m 
stuck. I need help. OMG! I’m so 
scared! I’m so sorry. {crying} I 
need to give these guys a credit 
card or something. I don’t have 
one. OMG! They won’t let me 
leave. Please don’t call Mom & 
Dad….”

This is the IRS. You are being 
immediately audited for 
unpaid taxes. If you don’t pay 
today, you will be arrested for 
unpaid IRS debt. You must 
remit the full payment over the 
phone.



Email

They do this all day , every day.
They aren’t regulated.
They don’t care about “DO NOT CALL” registries.
They bypass your “Junk” email filters.
They WANT you to let your guard down because 
that’s when you make mistakes. They make $$$.



What Can You Do?

● Do NOT respond directly to unsolicited emails that are sent to you.
○ Always go to the source’s verifiable website.

● Don’t shop on sites that aren’t secure.
○ Use sites that have “https” - the “S” means “SECURE”.
○ If it’s not a secure site, use a “throw-away” password, not one that you use normally.

● Always use a credit card, as opposed to a debit card when making online purchases.
○ This is also a good rule when paying anyplace that your card leaves your possession (restaurant, bar, 

etc.). 
○ You have more protection from your credit card company AND it’s their money! They’ll WANT to get it 

back. 
● NEVER give out information to unsolicited callers or via emails.
● Use COMMON SENSE! If it seems too good to be true, then it probably is!

PHISHING



What Can You Do?

Use passwords that aren’t easy to guess.

● Don’t use the same passwords for ALL of your important sites (banking, credit cards, 
social media). 

● Use alpha-numeric and symbols when possible. 

We ALL love our pets, but don’t use their names as your passwords.

● How many times have you posted your pet’s name on your social media??

Choose Security Questions & Answers that aren’t easy to guess.

● If the SQA asks what was your “first car”, answer can be “red mustang”.

PHISHING



What Can You Do?

Don’t take action on a text without calling the business/bank directly or going 
directly to their website.

● “Spoofing” of telephone numbers is a real thing. Don’t be fooled.

Never assume that the person on the other end of the text is legitimate.

● ALWAYS go to the source! See above.

Again…Use your COMMON SENSE! If it seems too good to be true OR if it would 
be strange for the business/bank to be contacting you using that method of 
communication, then it’s probably FRAUD.



What Can You Do?

Don’t fall for the phishing scams on social media. Think first! 

● Many of these “fun” social media quizzes funnel back to China, Russia, N. 
Korea, and other countries that farm your data.

● Artificial Intelligence can use your image, voice, and other attributes to 
defraud you. (example: The popular “Here’s what you’ll look like in 40 years”)

● Know who you’re sharing your information with on social media. 
● Check your privacy settings to make sure that you are only sharing with your 

friends list and that your posts are not open to the public.  

SCAMMING



What Can You Do?

Be careful of what you’re sharing in your 
photos too. 

★  First Day of School Photos
○ Child’s Name, Age, School, Grade, & 

Teacher. ***NO!!!!!
○ If you haven’t checked your privacy settings 

OR if you’re sharing with friends/family who 
haven’t got their privacy settings tightened, 
then your child’s information is now PUBLIC!

○ Keep it simple! 

SCAMMING



What Can You Do?

Fraudsters Need You to Act Fast! It’s All About Pressure!

● Take a minute. Think. Don’t allow them to pull the strings!
● If it’s a fake utility shut-off call, tell them that you’ll check your invoices and 

call them back. 
● Hang-up and call the utility company or go online to check your account 

status.
● The IRS is NEVER going to call you to demand that you pay your taxes.
● They will send you notification by mail. You can check it on your IRS.gov 

account to verify it.

SCAMMING



If you receive a late night call from a relative for an “emergency” situation, 
take their information - Where are you located? What number are you on? 
Who are you with?  What do you need?

● Write down the information.
● Call your local police department and provide them with this 

information ASAP.
● Let them check out the situation.
● You should NOT be handling this yourself.
● This is one of the most commonly reported forms of financial fraud 

committed against the elderly. It’s often reported by banks or places 
that sell money orders.

What Can You Do?
SCAMMING



Lonely Hearts…

● Meeting people online is fine, but not if they are asking you for money.
● Don’t allow your heart to permit a scammer to empty your bank account.
● Love doesn’t cost $$$ no matter the excuses. 

Heart-String Scammers…

● There are many wonderful agencies and rescues out there that assist people 
with caring for injured animals. 

● There’s no need for someone to keep an injured stray at their home and 
request money from YOU. It’s a SCAM.

What Can You Do?
SCAMMING



Heart-String Scammers…(continued)

● If you had a child that just passed-away, would you be giving-away their items 
on FB? Probably not. This is a scam. 

● You will start a DM with this person. They will tug on your heart-strings and 
eventually the subject of money will be raised. They are a scammer. 

The “I’m Selling Everything” Scammer”...

● How many rooms can this person possibly have in their dwelling?
● All high end furniture, appliances, yard equipment, etc.
● SCAM! SCAM! SCAM! They’ll take your money and RUN!

What Can You Do?
SCAMMING



What Can You Do?

Report ALL of them to the admins for the social media 
platform EVERY single time that you encounter them!

Yes, it’s like “Whack-A-Mole”, but you’ll help to stop them 
that one time.



Your Best Source for Help…
The Federal Trade Commission!

www.ftc.gov

● Information on consumer rights
● Information on The Fair Credit 

reporting Act
● Get your FREE Credit Report
● File information to report fraud 

attempts or if you’ve been a victim 
of fraud

● It’s FREE. Don’t PAY for help until 
you utilize what’s available here 
first!

http://www.ftc.gov


Your Best Source for Help…

There is A LOT of information here to assist you. It’s FREE! 



Wrapping-Up

● Fraud is NEVER going to go away.
● Use COMMON SENSE.
● If it seems too good to be true, it probably is!
● STOP. THINK. GO TO THE SOURCE.
● Maintain good passwords.
● Maintain good privacy settings on social media.
● Don’t be afraid to report fraud if you’ve been a victim (it’s an 

under-reported crime).
● Use credit cards, NOT debit cards for online and out-of-possession 

purchases.
● I’m here if you need me. You know where to find me. 




